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Bitcoin
Blockchain

FROM

TO

How it will pay in the mortgage industry 

itcoin — that is what most people think of when 

they hear the term blockchain. However, block-

chain has morphed into an incredible technol-

ogy tool that can be utilized across industries 

in a variety of capacities, including in mortgage 

lending. Blockchain is a ledger system stored on a decentralized 

database which can consist of one or multiple owners across many 

computers or “nodes” linked together.  Records are linked in the form 

of time-stamped blocks.  It was originally utilized in the technology 

used by bitcoin – the electronic cash system. When the open source 

code for bitcoin was released in January 2009, the technology of 

blockchain was brought forth. 

B
BY DEBBIE HOFFMAN, CHIEF LEGAL OFFICER, DIGITAL RISK
& MATT OGUZ, FOUNDING PARTNER, VENTURE-SCIENCE
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This technology allows for documents to be stored and
transferred in a process that cannot be altered or tam-
pered with, enables validation and is less error-prone
than current processes. The decentralized nature of 
blockchain can result in increased productivity since 
multiple parties can access the network and are able to 
work on files simultaneously.

What does blockchain have to offer?
Blockchain promises many advantages; two of the most
important ones are cyber breach protection and document 
security, both critical to the mortgage process. For mort-
gage lending, this could mean saving millions of dollars.  

First, in addition to a more streamlined and technol-
ogy workflow, there could be a reduction in the cost of 
using third-party vendors due to automation.  Second, 
blockchain allows for transparency in the storage of data.
Entries on a blockchain ledger become time-stamped
blocks which means that there cannot be hidden alter-
ations to the chain. By using blockchain for document
management, such immutable data could help in regu-
latory compliance tracking and ultimately in customer
confidence because of the transparency of such data. 

Another benefit to using blockchain is the characteris-
tic of document authentication which confirms that data 
being placed upon the network belongs there.  When
data is placed on the network, the document blocks are 

“Entries on a blockchain ledger become time-stamped 
blocks which means that there cannot be hidden alterations 
to the chain.”
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coded with specific hash sequences which must match 
the specific hash sequence of the network.  If the se-
quence does not match, the data will not be saved onto 
the blockchain. 

Blockchain technology is highly versatile and can be 
applied to many industries, including those that utilize
payment and money transfers, stock trading, voting ca-
pabilities and reliance on secure storage of data.  Such 
industries include law, healthcare, insurance, car leas-
ing and sales, online music, stock trading, supply chain 
management, storage and, of course, mortgage lending.  

The downside to blockchain
While blockchain offers many advantages, there are a 
few factors that need to be considered, including the
“51% attack,” energy consumption of the networks and
regulatory oversight. The proposition that blockchain 
offers a secure network relies on the principal that the 
network cannot be tampered with by cyber criminals 
unless they have the energy resources to hack into a ma-
jority, or 51%, of the computers on the network to gain
control of the blockchain. 

 Thus data and records that are stored on each com-
puter that has access to a particular blockchain would
not be very valuable to a cyber thief. While an attack
on a full network of computer nodes is unlikely, private 
blockchains have an added layer of security by requir-
ing credentials and permissions to gain access to nodes.  
Should a cyber attacker have the computing power and 
time to gain control of the nodes, these permissions and 
credentials further the difficulty needed to enter the net-
work and manipulate the blockchain.

In a 51% attack, the majority of the computing power 
on the network is attacked and hackers are able to inter-
fere with the process of recording new blocks. The in-
terference prevents other users of the blockchain from 
completing new blocks, allowing these cyber attackers 
to monopolize the input of data on the blockchain.  While 
this type of attack could be devastating, the amount of 
computing power a hacker would need to possess in 
order to launch an attack on a blockchain is massive.

With regard to energy consumption, the distributed
nature of the network calls for continued power in the 
multiple locations housing the nodes.  According to en-
vironmental researcher Sebastiaan Deetman, the block-
chain network that bitcoin is housed upon is expected to 
consume energy somewhere between an amount equal to 
the output of a small power plant and the consumption 

of a small country such as Denmark by the year 2020.
Deetman’s study further cites that the bitcoin network 
currently consumes enough electricity to power 280,000
homes in America.

Given that blockchain is an emerging technology, there 
are not yet formal regulations pertaining to it, howev-
er there is guidance that addresses its characteristics, 
such as privacy and security, as well as governance of its 
use and implementation. U.S. regulators, including the 
Securities and Exchange Commission and the Treasury 
Department have indicated that there are risks and un-
certainties, such as cybersecurity and regulatory over-
sight associated with blockchain which will need to be 
monitored.  

The Treasury Department’s Financial Crimes 
Enforcement Network issued a guidance in 2013 that
discusses the applicability of the Bank Secrecy Act reg-
ulations to blockchain and individuals distributing, ex-
changing or transmitting virtual currency.  While the 
Consumer Finance Protection Bureau has not yet made 
a statement about the use of blockchain, it has issued 
warnings to consumers regarding risks associated with 
bitcoin.

Transaction processing time is also a concern among 
those developing blockchain networks.  Currently the 
size of a block is one megabyte and the blocks are mined 
every 10 minutes.  With the limited size of the blocks 
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and mining time of 10 minutes, this means that only 
about seven transactions per second can be recorded. 
The limited number of transactions may be a barrier to 
entry for the blockchain network in the mortgage indus-
try;  however as the technology advances, blocks with
larger storage capacity and increased computing power 
in mining blocks should make blockchain a more attrac-
tive option for the industry. 

Use of blockchain in mortgages
In the mortgage industry, blockchain can be utilized
across the entire loan lifecycle from origination to audit
and all the way through servicing. First, blockchain
allows for document authentication, tracking and cor-
rection on data inputs and data storage.  These features 
capture the borrower’s data points throughout the life of 
the mortgage more accurately than the conventional pro-
cess. Thus, if blockchain technology was adopted across 
the mortgage lifecycle at application, through origina-
tion, fulfillment, servicing and secondary functions, 
it would create an efficient, streamlined and accurate
process for a mortgage to be processed.  The challenge, 
however, is the complexity of the mortgage lending in-
frastructure, including all the various type of industry 
participants – lenders, loan purchasers, servicers, title
companies, county recorders and others.  

Since the blockchain process helps prevent altercation
or falsification, there will be fewer data input errors.
When inputting data, each transaction is verified by 
“miners” or the individual users that control the network 
from each of the decentralized network of nodes on the 
blockchain. Through various algorithms used for entry 
of the transactions and verification, if a transaction is en-
tered incorrectly, such transaction will not appear or will 
not display correctly on the blockchain. This alerts the
user immediately, whether unintentional or fraudulent, 
and the user can fix or investigate the error and re-enter
the transaction on the block accurately. 

Another significant benefit to using blockchain is doc-
ument verification. The verification process is used to 
determine if the data input on the blockchain actually 
belongs on it. This works by assigning a hash sequence
to each block placed on the network. When subsequent
blocks are placed on the blockchain the hash sequence
needs to match the previous block or the data is rejected. 

In summary, incorporating blockchain into the lend-
ing process inherently will create more automation in the 
mortgage loan lifecycle and less reliance on third parties, 

thus resulting in a lower cost to the lender in mortgage 
production.  In addition, the lender will have more con-
trol of the entire process, utilizing an in-house approach, 
and less reliance on third party intermediaries.  A 2015
study by Capgemini Group estimated that if blockchain 
was utilized, based upon the average cost for a $200,000
mortgage loan of $4,350 in lender processing fees per
loan, there would have been a reduction ranging from 
$480 to $960 per loan in fees. The report, which utilizes 
2015 data prior to the implementation of TRID, which 
increased the cost of processing fees per loan, concludes 
that lenders could have saved $1.5 billion during 2015
on loan processing.

Market participants
While the concept of blockchain is relatively new to the 
financial and lending industry, there are already several
participants that are moving forward in such endeavors. 
Companies such as Factom, Mphasis, ThoughtMachine, 
HSBC, Context Labs, Coin and Chain are paving the way. 

Factom promises data validation and data audit 
solutions to the mortgage industry, and the company 
has developed the Factom blockchain, a decentralized 
open-source public network that the company uses to 
secure its applications and data.  Factom markets that 
this network can be used for auditing, data and systems 
integrity, IoT security protections (such as protections 
against denial- of-service or “DoS” attacks) and public in-
frastructure testing. Factom also offers an audit and due ffff
diligence room to aid in collecting data which can assist 
in regulatory compliance, quality control and servicing.  

Mphasis, a technology services provider, has created 
the first center of excellence for blockchain-based services 

“The challenge, however, is the 
complexity of the mortgage 
lending infrastructure, includ-
ing all the various type of indus-
try participants – lenders, loan 
purchasers, servicers, title com-
panies, county recorders and 
others.”
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and solutions in India.  The focus is on enterprise solutions 
based on private/permissioned blockchain. Mphasis’ cen-
ter is primarily experimenting with different platforms 
and horizontal integrations for financial services. Use 
cases initially developed are in the areas or industries of 
trade finance, loyalty, mortgage, pharmaceutical, airline 
and insurance.  Mphasis has developed three use cases to 
be used in the mortgage industry including: storing loan 
origination data to the Mphasis blockchain,  authenticity 
of documents, and record keeping and fraudulent trans-
action detection.  

ThoughtMachine markets that it is creating Vault OS, 
a technology seeking to provide an end-to-end banking 
system that can manage loans, mortgages and other fi-
nancial products.  Furthermore, the company promotes 
that the Vault OS systems utilizes smart contracts – 
self-executing electronic contracts – to enable parties 
to digitally sign contracts that are securely coded onto 
the blockchain.  

There are many entities developing new ways to utilize 
blockchain that parallel the mortgage industry. HSBC has 
partnered with the Bank of China to implement blockchain 
technologies for property valuation services.  JPMorgan 
Chase and Citigroup have completed a blockchain trial 
where the technology was used in tracking credit-swap 
defaults.  Barclays and Santander Bank have joined fin-
tech startup R3 to investigate different use cases to tackle 
payments and securities settlements.  

Attorneys discussing blockchain are intrigued by the 
benefits that it potentially has to offer in the legal pro-
fession, including authentication and timestamp valida-
tion.  For example, this could be extremely beneficial to 
a litigator who needs to tackle discovery and evidentiary 
burdens, particularly because of the transparency into 
who has access to the blockchain, the time period and 
what is stored on it. 

The uses of blockchain are being explored worldwide 
in China, India, Europe, Central America and the Middle 
East. The Dubai government announced that it has re-
cently launched the Dubai Blockchain Strategy and plans 
to use the technology for all government documents to 
make the government more efficient while achieving 
global leadership in the blockchain technology field.  

Factom has partnered with the Honduran government 
and title software firm Epigraph.  The partnership aims 
to develop a secure and permanent land title record sys-
tem in the hope of curbing the alleged corruption and 
mismanagement within the Latin American country’s 
government over land rights. 

The United Kingdom’s government has launched 
a blockchain competition seeking distributed ledger 
technologies and has offered to award up to 15 million 
pounds to companies that develop technology to in-
crease productivity and performance.    

Blockchain is quickly expanding across the globe and 
in a variety of industries.  The mortgage industry has not 
historically been one that embraces technology advance-
ments ahead of other industries, but it finally seems to 
be catching up as the cost savings are irrefutable. The 
question is whether now, as the lending industry embrac-
es technology development, it is also able to take a giant 
leap forward and take hold of a new technology that has 
across the board advantages in the mortgage lifecycle for 
document storage and transmittal as the industry knows 
it today.  
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EXPLOITING BLOCKCHAIN
Title companies are looking to the new

technology for efficiency and security.
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Digital ledger technology 
promises more efficiency and 
security, but hurdles remain  

BY ALEXANDRIA DECATUR AND DEBBIE HOFFMAN

How title 
companies can 
EXPLOIT 
BLOCKCHAIN
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Today, in most cases, land records can be obtained from 
across the United States simply using a computer to ac-
cess the digital records of the relevant recorder’s office. In
the past 20 or so years, there has been a complete trans-
formation in the way business is conducted from paper to
digital records. Another transformation in land records
may occur as a result of blockchain technology. 

Initially used as the underlying technology for bit-
coin when it was introduced in 2009, blockchain is the 
foundational digital ledger system for cryptocurrency 
transactions that allows the movement of bitcoin to occur 
securely, efficiently, and, in certain cases, anonymously.
Blockchain, or distributed ledger technology (DLT), is no 
longer simply limited to a means of protocol for digital 
payments; it is now being used in some capacity in nearly 
all industries.

The multiple characteristics of blockchain make it an
incredibly attractive mechanism across industries. It pro-
vides an unchangeable, time-stamped ledger that allows 
for real-time and simultaneous input. It is the perfect set-
up for industries where transactions are routinely moved
from entity to entity or business to business and where
records need to be verified and audited. 

Naturally, therefore, in the world of title and real estate, 
blockchain provides an incredibly innovative platform, 
which would allow for land records to be added to a sys-
tem of recordation that would permit access to such re-
cords in a more efficient, secure and transparent manner. 

THE BASICS OF BLOCKCHAIN 

Many people hear the term “blockchain” and do not un-
derstand the details of the technology. This process can
be broken down into four steps as follows. 

First, a user utilizing the DLT ledger makes an input
transaction intended to add to the ledger. This value can
be either a new transaction or a change to amend a prior 
transaction.

Next, the request is broadcast to every computer, or 
“node” as they are called, in the distributed group of 
computers on the blockchain network. This may consist 
of hundreds of different nodes and is not linked to just
one server. Each node is not necessarily one person; it is 
not uncommon for companies to own an entire data room 
with computers (or “minors”) automatically working on 
a blockchain system. 

Then, each node on the network must validate the
transaction by using a series of algorithms, which will 
verify the encryptions on the transaction by checking 
its validity. The validation occurs electronically on 
the nodes, and not through one individual working 
on a computer scribbling down various mathematical 
equations.

Finally, once the distributed network approves the 
proposed transaction, a new block is added to the 
blockchain. This new block becomes an unalterable, 
permanent record. The only way to modify it is by adding 
another transaction; the history of the prior transaction, 
however, will never disappear from the ledger. 

The entire process occurs without any physical trans-
mission of documents or transfer of any paper curren-
cies. While the earliest of blockchain transactions could 
take several seconds to complete, the newer DLTs are be-
coming faster. 

PROPERTY TRANSFERS 

There are several characteristics of blockchain that make 
this technology an ideal ledger and record-keeping sys-
tem for property transfer, title and ultimately land re-
cording. DLT technology permanently records the times 
and dates of every change made to the ledger. 

In addition, the encryption method used for block-
chain technology allows for very secure record-keeping, 
which is less susceptible to cyber breaches than other 
virtual tools. It would take a hack of more than 51% of the 

NOT LONG AGO it was routine for title 

companies and attorneys to travel to various 

land recording offices across the country, work 

with local clerks, and obtain Xerox copies of 

the history of properties.
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distributed network, occurring at the exact same time,
for such a breach to occur. Finally, blockchain permits
for central real-time access so that multiple people can 
access the same document online simultaneously. 

The concept of distributed ledger technology generally 
means that there does not have to be an intermediary 
involved in the transaction and that such matter could
be done in a “peer-to-peer” manner. For example, to 
effectuate payment, one could make payment directly 
without the need for an institution – like a bank, credit 
card company or a fintech solution such as PayPal. 

As homes are sold, title is verified, and transactions
are recorded, a process in which all of the information 
could be stored on a blockchain. If implemented, DLT
would provide a streamlined process as these records are 
more efficiently retrieved and utilized, rather than trans-
ferred, among all of the various parties to the real estate 
purchase transaction. Ideally, the DLTs could include the 
Realtors, purchasers, lenders, title agencies, appraisers, 
home inspectors and all others involved through and in-
cluding the land records offices.

The challenge is that blockchain is not intended to be 
implemented in a vacuum: It works best when there is an 
ecosystem of users that take advantage of a technology. 
In this ecosystem, there would be no need to transfer
files. Those who need to review the ledger are able to ac-
cess it – in some cases with “permissioned access” — and 
in others with complete transparency to all. 

Therefore, the best use cases for blockchain implemen-
tation are for companies who are willing to invest in ei-
ther being the first to move the market, or who are willing 
to become partners or vendors when the market movers
are ready. This is similar to the way digital mortgage has
grown to become a staple in the mortgage industry.

LAND RECORDS

Understanding the characteristics of DLT, one can en-
vision a property being recorded on the chain and hav-
ing this technology act as a centralized land records
database for property owners and title companies. The 
concept works in theory, however, in the United States, 
with over 3,000 land record offices that are often in small
municipalities, the implementation is not practical.  

In addition, with U.S. property history going back hun-
dreds of years, blockchain doesn’t easily allow for this
land history to be built into the chain. 

But the technology has advantages that can be uti-
lized in our current land recordation process going for-
ward. The best implementation of blockchain at this 

point in time is to utilize the technollogy starting from 
today’s records and developing it intoo a robust system.

As the technology grows, so too willl the ability to de-
termine how to add in historical data.  Twenty-five years 
ago county recorders offices were all ppaper. Perhaps 25
years from now (or sooner), county recordation offices 
could be interconnected via blockchaain. 

USE CASES

Although blockchain technology is nnew, there are two 
prominent use cases that tested the use of blockchain for 
land records. The first was in Cook Counnty in Chicago, fol-
lowed by application in the South Burrlington, Vermont, 
area. 

In October 2016, velox.RE, a blockcchain record keep-
ing company, announced a pilot proggram in collabora-
tion with Chicago’s Cook County Recoorder of Deeds. The 
program essentially allowed users too digitally transfer
bitcoin tokens, which represented thee physical transfer 
of deed to real estate, thereby allowiing for digitalized 
real estate transactions. 

Title information for a property was put onto a fraction 
of a bitcoin, called a “colored coin,” aand included digi-
tal title and deed information about the property being
transferred. Ownership was effectively transferred by the y transferred by the ffff
seller sending the coin to the buyer’s bitcoin wallet. This 
conveyance was simultaneously recorded on the munici-
pality’s public land records using this bitcoin blockchain. 

The Cook County project used the bitcoin blockchain to 
immediately and directly transfer ownership of the prop-
erty to the buyer using this as an electronic deed transfer 
system by allowing the blockchain deed to replace the 
paper deed. This differed from other international test
cases due to the use of bitcoin blockchain, instead of a 
private blockchain. 

While other programs were used to back up existing 
records on blockchain, this Cook County pilot allowed 
for new property ownership transfers to be conducted 
directly from buyer to seller.

Beginning in January 2018, another blockchain title
project was launched in South Burlington, Vermont, to 
use the DLT technology to record real estate conveyances 
in the jurisdiction. This collaborative program between 
the South Burlington City Clerk’s Office and Propy, Inc., 
a California-based real estate marketplace, utilizes a 
decentralized title registry system to transfer property. 

The South Burlington pilot program was launched 
on Feb. 20, 2018, and allowed Katherine Purcell, an 
individual with property in Burlington, Vermont, to use 
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technology introduced by the program to transfer this 
property to her limited liability company for a nominal
amount.

It demonstrated how the technology can be used for
large-scale digital property transfers in the future be-
cause Purcell was able to do so rather simply across dif-ff
ferent entities in different locations. The town and the
technology company are optimistic that this provides
a manner of property record-keeping that will be both 
permanent and secure.

INTERNATIONAL LAND RECORDS 

Outside of the U.S., several jurisdictions are either pilot-
ing or implementing blockchain as the technology used 
for land records, including Dubai and the Republic of 
Georgia. It should be noted, however, that many juris-
dictions making these implementations do not have a 
comparable history of land recordings to that of the U.S.

Dubai officially introduced its “Smart Dubai” Initiative
in December 2016. According to the website for the 
Initiative, its purpose is to “explore and evaluate the 
latest technology innovations that demonstrate an op-
portunity to deliver more seamless, safe, efficient, and 
impactful city experiences,” with the ultimate goal being 
to run all government transactions using blockchain 
technology by 2020. The Dubai Land Department (DLD) 
has stated that Dubai aims to be the first government in 
the world to completely adopt blockchain technology.

To realize this goal, the DLD has essentially set three 
different distinct phases. Dubai has already begun im-
plementing the first phase as all land deeds are now
being recorded on a central blockchain.

The next step is for the DLD to use blockchain to record 
all real estate agreements, lease or rental contracts, and 
property-related tax and water bills. The third phase will
involve implementing a system that allows both citizens 
and investors to make electronic payments to any gov-
ernment entity at any time from any place. 

In its formative stages, there is also a program for real 
estate titling designed and developed for the Republic 
of Georgia. A San Francisco-based blockchain technol-

ogy company, The BitFury Group, is working with the 
Republic of Georgia’s National Agency of Public Registry 
and Hernan De Soto, a Peruvian economist, to create 
the program. Together, they are developing a block-
chain-based property registry that can be used by the 
government for purposes of titling. 

This system can be used to register property securely, 
but transparently, on the blockchain. The information 
added to this ledger will then be used to ensure that all 
property owned in the area is correctly titled so that the 
ownership of these properties can be legally enforced. 

In addition to Dubai and Georgia, similar blockchain 
land registry programs have been developed for use by 
municipalities across the world, including Sao Paulo, 
Brazil, Moscow, Russia, and Kumasi, Ghana. While some 
of these programs have been more successful than oth-
ers, they have all worked to bring innovative technology 
to land recordation. 

Brazil, for instance, faces many challenges in imple-
menting widespread blockchain-based technology in 
land-titling systems because the country’s population is 
extremely large and has many ongoing land disputes, in-
cluding disputes between indigenous peoples who claim 
long-standing inherited rights to land and businessmen 
trying to now claim this land. However, Ghana’s Land 
Commission wants to solve the longstanding problem 
of land ownership transparency and thus, the commis-
sion has been very willing and helpful in implementing 
a blockchain land titling system. 

THE CHANGING ROLE OF TITLE AGENTS

As blockchain transforms the land records industry, the 
question arises as to what this means for the change in 
the role of title insurance, agents and the industry as a 
whole. While this is not an easy question, clearly there
may be a transformative change which would alter, but 
not eliminate, the role of those in the title industry. 

The most innovative companies will get ahead of the 
curve, commence implementing DLT pilot programs, and 
determine how they can be front and center in this land 
recording ecosystem.

“Dubai aims to be the first government 
in the world to completely adopt blockchain 
technology.”
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The initial implementation of blockchain would most
likely be forward looking, thus there will still need to be 
title analysis done on the history for all historical liens
and defects. 

Could blockchain eliminate the actual need for title
insurance because the entire property history would be 
transparent on this technology – and thus not require 
insurance?  Yes, theoretically the use of blockchain could 
eliminate a need for title insurance, but that would be 
far in the future when the entire ecosystem is on the DLT 
and our entire infrastructure has changed drastically.

Until then, title agents are still needed to dig deep 
for land history until the day when all the history and
ownership of property is safely and securely placed on a 
blockchain ledger that could be assessed by the various 
parties to the transaction. 

In the meantime, if those in the title industry embrace 
this technology to make their businesses more efficient,
the roles and jobs may change, but they will not be elim-
inated. For example, the task of searching land records
on a county recorder’s website may mean that the title
underwriter must take a look on the blockchain and con-
firm that there is a complete record. 

Title companies can still be front and center if they 
are able to continue to bring value to the consumer by 
providing assurance that the property record is clear and 
complete.

What about escrow officers who could potentially have 
their roles eliminated by smart contracts? Escrow offi-
cers essentially hold requisite documents and curren-
cies needed for the completion of a transaction. In the 
case of real estate transactions, the title company often 
acts as the escrow agent as it only releases the required
documents and funds, when necessary, according to the 
instructions provided by the party on whose behalf the
title company is acting. 

Since these holding services would not be required for
future contracts, this role would likely evolve to encom-
pass work associated with new features of a blockchain 
land titling system that will allow consumers to put their 
money directly in a blockchain escrow account. The role 
of escrow agents may slowly evolve into new roles needed
in the areas of the real estate transaction process, includ-
ing virtual real estate transaction coordination.

HOME PURCHASES USING CRYPTOCURRENCY

In addition to using blockchain, title companies are now
having to address inquiries where home purchasers ask
about buying or selling properties in cryptocurrencies.

While it is not essential to use cryptocu
tion with blockchain-based real estate
does further expedite and simplify the
for a more seamless digital transactio

It is currently possible to purchase a
tocurrency. The main requirement fo
this nature to occur in a residential re
tion is the agreement between the bu
to exchange the cryptocurrency for th
of the specific property in question.

Bitcoins have been a possible curren
and have been used in these transac
2014. With a growing demand for this
transaction, a website called Open L
oped a means of browsing that make
to find properties that can be purchase
other forms of cryptocurrency. Open Li
estate listing website that allows pros
ers to shop listings in their desired area
tours to visit the homes in which they a
mit online offers, and ultimately purcffff

Despite the benefits to using bitcoin
es, including its efficiency and clear 
transfer, some major barriers to usin
estate transactions remain. 

Mainly, consumers worry about the unstable and 
ever-changing value of cryptocurrency in relation to 
different global currencies. However, after the bitcoin 
transaction has occurred, it is possible to almost imme-
diately thereafter exchange the bitcoins received for cash 
to avoid the potential longer term risk associated with 
the fluctuating values of cryptocurrencies. Therefore, 
the barriers of using bitcoin for these type of large real 
property transactions can ultimately be overcome. 

LOOKING FORWARD 

As with any new technology, it will take time to under-
stand and implement blockchain’s role in morphing 
businesses and industries. The introduction of DLT is 
still new; everyday there are emerging blockchain de-
velopments, infrastructures and use cases. One thing is 
certain – the use of this technology is here to stay. Those 
that embrace it are going to be ahead of the curve, front 
and center, and critical to the ecosystems and customers 
around them. 

Alexandria Decatur is president of the Business Law Society at 
Albany Law School. Debbie Hoffman is the CEO and founder of 
Symmetry Blockchain Advisors.
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LMI LENDING
Lenders see compelling growth  with 

products aimed at LMI borrowers.

P. 68

BACK TO BASICS
Improving team productivity could be as 

simple as going back to the basics.

P.  74
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GREATER
PROFITS

By Rick Roque and 
Debbie Hoffman

BLOCKCHAIN AND THE 

DEMOCRATIZATION OF 

MORTGAGE DEBT
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ver the course of the past decade, there 
have been several disruptors in the mortgage 
industry – advances that include eNotarization, 

desktop underwriter, Day 1 Certainty and, of course, the 
digital loan application process. All these improvements 
have a common factor in that they streamline the mortgage 
process and ultimately improve the customer experience. 

The next step to advancement lies with utilization of 
blockchain technology. This nascent technology will take 
all these measures and truly transform the industry from 
paper to digital, resulting in transparency, better data se-
curity and higher revenues from operational efficiencies. 

The advent of enterprise blockchain technology has 
been making its way through a multitude of industries 
due to the protocol’s attributes. These characteristics can 
enhance almost any business which has the following fac-
tors: a supply chain, continued use of similar data, need 
for transparency and an exchange of money – or really 
value – leading to liquidity. The mortgage industry is no 
different. Particularly, however, blockchain technology 
has tremendous potential in transforming capital markets 
– both globally and nationwide. There are a multitude of 
methods by which blockchain innovation can be applied 
to the capital markets industry for benefits across this fi-
nancial services sector. 

EXPLAINING BLOCKCHAIN

Blockchain, a subset of distributed ledger technology or 
DLT, is essentially a methodology of storing and tracking 
information on a series of blocks which together form a 

chain of blocks and resemble a ledger. This ledger is not 
stored on one server, but on a decentralized database 
which includes a multitude of computers, or “nodes.” One 
of the benefits of such a decentralized database is that it 
sets a higher standard for a cyberattack due to the fact that 
more than 51% of the computers would have to be simulta-
neously hacked for such an attack to occur. Furthermore, 
the decentralized storage of information allows for peer-
to-peer business; this means information can be obtained 
more directly and there may not be a need for a middleman 
or facilitator of payment or data.

Blockchain protocols also allow for the simultaneous 
transfer of value (equivalent to money) via electronic cur-
rency – sometimes referred to as tokens or cryptocurrency. 
This could lead to easing of liquidity so long as there is 
enough supply and demand. Another important benefit 
of the technology is that data that is entered into a block-
chain-based platform can be accessed simultaneously 
by all users who are given rights to enter the ledger. Data 
points on a blockchain are therefore retrieved by the user 
directly from the protocol, as opposed to having to trans-
mit this data among parties. Due to the way the blockchain 
is architected (in what is called “consensus protocols,” one 
of which, for example is “Proof of Work”), there is no risk 
that data could get altered during transfer.

A blockchain has an “append only” feature. This means 
that information entered onto a blockchain is time and 
data stamped and cannot be erased. Changes to such 
information occur in the form of amendments added 
to the blockchain. If data is entered onto a blockchain 
and checked for accuracy once, it need not be checked 
again and the data then contains a single source of truth. 
Furthermore, blockchain ledgers can be architected in 
a manner which allows for complete transparency as to 
who accessed it and when. This results in a comprehensive 
audit trail without the need to recreate.

The characteristics of blockchain make it an extremely 
useful emerging technology which continues to improve 
each day. As such, a number of new blockchain-based pro-
tocols have emerged in the first half of 2018 focusing on 
capital markets. It is likely that the industry will continue 
to see these initial protocols develop and new blockchain 
based platforms emerge which will allow for a complete 
transformation and improvement in the capital markets 
process. 

CAPITAL MARKETS TODAY 

Capital markets is a broader term associated with a finan-
cial ecosystem made up of financial institutions whose 
focus is to raise or sell capital by dealing with shares, 
bonds and other longer-term investment vehicles. Capital 
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markets are primarily composed of two different and dis-
tinct market sectors: the equity market and the debt market. 
In the context of the mortgage industry, financial assets 
(debt) held by mortgage institutions acquired and then trad-
ed into asset backed securities. The equity market general-
ly includes stocks, while the debt market includes bonds. 
Moreover, several different financial institutions operate 
in capital markets, including stock exchanges, commercial 
banks, various types of corporations, insurance companies 
and mortgage banks. A highly liquid capital market is a 
market that both rapidly and consistently trades in either 
debt or equity.  

Mortgage capital markets is a complex, relationship-driv-
en process that is vital to replacing capital and increasing 
revenue margins by mortgage companies. Within this 
realm, when a mortgage loan funds, it gets pooled with 
other mortgages of the same risk pool – the risk is broken 
down by credit score, ZIP code, loan-to-value ratio and debt-
to-income ratio. Such risk factors are mitigated via the rates 
assigned to the mortgages and the product types. Larger 
mortgage lenders will create a pool of their own loans of var-

ious risk buckets, and then are sold as a mortgage-backed 
security to investors. The largest mortgage investors are 
Fannie Mae and Freddie Mac. They set guidelines to direct 
mortgage originators on how loans should be underwritten. 
This is to control the risk and valuation of loan pools.   

How loan level risk is quantified is intimately connected 
to how familiar loan aggregators are with the information 
associated to all aspects of the real estate and the borrow-
ers.  The more investors know about the details of the mort-
gage and borrowers, the better for the investor to assess risk 
and assign a suggested price or bid on the mortgage pool. 
Traditionally, investors have been limited by the access and 
visibility of mortgage debt across the United States. More in-
formation provided to investors yields a higher confidence 
assessment in their investment. The greater the confidence, 
the more investors will pay for mortgage pools. The access 
and visibility to loan and borrower level details have largely 
been limited by technology aggregation and distribution 
factors; blockchain is uniquely organized across industry 
verticals to safely organize, secure and make accessible to 
potential investors.

has been making its way through a multitude of 
industries due to the protocol’s attributes. 

These characteristics can enhance almost any business which has the 
following factors: 

THE ADVENT OF ENTERPRISE BLOCKCHAIN TECHNOLOGY

a supply chain, continued use of similar data, 
need for transparency and an exchange of money 

– or really value – leading to liquidity.
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INTEGRATING BLOCKCHAIN

Blockchain technology, if integrated into use by capital 
market firms, can provide efficiencies and other benefits 
due to the central, permanent and accessible nature of 
the technology and related smart contracts. Specifically, 
the technology could help with processes in the trading 
of loans or bundles, reporting, compliance and credit risk 
management. 

Trading Blockchain technology can be used by firms in 
the secondary market to source loans and perform due 
diligence. Using the technology alleviates the need to 
transfer data and allows for a central depository where 
buyers and due diligence providers are given permis-
sioned access to the loan level data. Most importantly, 
using blockchain allows for the same access to transpar-
ent data to be accessed by all parties involved during the 
settlement process.  

Blockchain’s central ledger essentially eliminates rec-
oncilement issues in capital market transactions because 
it creates a single source of truth. Furthermore, the use of 
blockchain technology allows for an overall reduction in 
violations concerning trading limits. In capital markets, 
trading limits are typically set for both notional amounts 
and settlement dates and if these are not complied with, 
severe financial penalties could be imposed upon the fi-
nancial financial institution.

An example of a blockchain company utilizing the tech-
nology in the capital markets space is Elphi.io, which, ac-
cording to founder Eilon Shalev, uses the R3 Corda proto-
col that creates a secure, decentralized database where 
information is transparent and agreed upon by all parties 
involved in the transaction.  Shalev notes that “by intro-
ducing a secured, trusted and transparent mechanism for 
reconciling debt transactions, we are able to save creditors 
and debtors billions of dollars.”

Reporting and Compliance Another use of blockchain is in 
the market-to-market valuation reporting process, par-
ticularly with respect to more swiftly generating trade 
data, including real-time reports. The inherent features 
of blockchain can also be used to improve multi-juris-
dictional regulatory reporting and provide for a more 
streamlined and efficient approach with the multitude of 
reporting requirements faced by firms. As an immutable 
ledger with time and date stamps of all transactions 
between parties, the ledger serves as a recording mech-
anism for all transactions and is suitable for compliance 
audits. Utilizing blockchain as a main depository of data 
and information for financial institutions would also be 
advantageous to risk departments who could be given 
transparency into the process via permissioned access 
(real-time or not) to the ledger.

Smart Contracts and Credit Risk Management Blockchain 
could also be implemented in the capital markets space 
by using the technology to create smart contracts that 
could be used in various scenarios. Smart contracts 
essentially codify into the technology an “if/then” sce-
nario or workflow that triggers upon a specific condition. 
Thus, if there were trading agreements among parties, 
upon execution of a trade, the technology could be im-
plemented to provide for a streamlined trade settlement 
process. Smart contracts could also be utilized in escrow 
scenarios where conditions must be met prior to release 
of funds.

Finally, blockchain protocols can be utilized to improve 
credit risk management for financial institutions. The size 
of the credit line granted to the client of a firm usually 
depends upon several different factors, including the vol-
atility of the traded asset and the notional size of the trans-
actions. If market conditions change, additional collateral 
could be required to secure the traded or transferred asset 
and manage the altered credit risk that resulted from this 
market change. Smart contracts could be used to write 
debit funds to satisfy the changed market conditions and 
the shared blockchain ledger could provide an accessible, 
central database for the financial institutions.

While there are leaders in the technology of blockchain 
such as Ethereum, Hyperledger, Corda and Digital Asset, 
there are not any financial institutions that have emerged 
as the blockchain leader as it pertains to use in capital 
markets. Nevertheless, the technology is being implement-
ed in a wide variety of uses across the financial services 
sector. These range from trading and payment platforms 
to building databases for properties, loans and borrowers. 
The use of blockchain technology is exploding across a 
variety of other sectors and it is only a matter of time before 
it infiltrates as a common underlying technology protocol 
within capital markets.

Due to the fact that blockchain has already been success-
fully implemented a variety of other industries providing 
for benefits to the the overall efficiency and transparency 
of these sectors, its implementation in the capital market 
industry will also prove significantly beneficial. The use 
and implementation of this emerging technology could 
provide the capital market with the tools to successfully 
compete against other growing industries already taking 
hold of the multifaceted new technology protocol.  

 The more investors know about the details 
of the mortgage and borrowers, the better for 

the investor to assess risk and assign a 
suggested price or bid on the mortgage pool.
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CRYPTOCURRENCY EXPLOSION



Blockchains are digital ledgers in which transactions are recorded and shared

WHAT IS BLOCKCHAIN? 
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DECENTRALIZED DATABASE 
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https://flipboard.com/@flipboard/-heres-everything-you-need-to-know-about/f-305a9e171e%2Fbusinessinsider.com

What makes Blockchain ledgers unique is that their management is distributed

Centralized Decentralized Distributed



BLOCKCHAIN PROCESS
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A. Decentralization

B. Records - time/date stamp

C. Permanent block to chain

D. Encryption & “51% hack”

E. Central real-time deposit

F. Ledger & currency

CHARACTERISTICS OF BLOCKCHAIN
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SMART CONTRACTS
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Option contract among 
parties

Coded into the blockchain

Contract is executed upon 
a triggering event  

Regulators can audit



Identity

Supply Chain

Records Storage and Management

10

COMMON CHARACTERISTICS IN ALL BLOCKCHAIN USES



UTILIZATION OF BLOCKCHAIN IN MORTGAGES

Smart Contracts and Distributed Ledger Technology (DLT) Across the Mortgage Value Chain

Origination
Enhanced record 

keeping, KYC/AML, 
Transparency

Fulfillment
Time-stamped unmutable 

disclosures, audits, 
compliance, valuation

Settlement

“Smart Contracts”, 
funding

Servicing
Tracking payments 

and TP remittances, 
easy MSR transfers

Secondary
“Smart Contracts”, 

tracking MSAs, PSAs, 
Investor Contracts



Single source of truth

Borrowers data efficiently checked and verified 

Borrower and property information is centrally stored and shared

Smart contracts can help with process flow

Allows for more efficiency, less points of friction

Creation of one ecosystem for sharing (transfer) of information

Potentially more liquidity

BENEFITS OF BLOCKCHAIN IN MORTGAGE
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DEVELOPING INFRASTRUCTURE
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